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Abstract

Thisreportsummarizeshestateof theartin theresearclareaof quorumsystemsasrepresented
by the paperdPMO01], [ES0Q, [MRW97], and[AMR+00]. Quorumsystemsareusedin faulttoler
antdistributedcomputingsystemdor ensuringheavailability of areplicatedserviceandreplicated
data,evenif thereplicatedsenersfail by crashingbenignlyor in a byzantine,i.e. arbitraryway.
Quorumsare subsetf the senerswith the conditionthat every pair of subsetsntersect,so that
eachquorumcanmale adecisionon behalfof all seners.

In the papersnen quorumsystemswith improved quorumsize, load and availability arein-
troducedandtheir propertiesmathematicallyproved. Therearelower boundsfor both load and
availability, andtherearequorumsystemghatareoptimalin respecto theseproperties.

Two of the papersdealwith the emulationof sharedmemorythat canbe accessedby seners
in a distributed system. Quorumsare usedto grantreador write accesgo the sharedmemory
The problemsthatarisearehow to reconfigurethe quorumsystemin caseof afailure,andhow to
toleratebyzantinefailures.

Two papersare aboutbyzantinefault tolerancej.e. toleratingvaluefaults. Quorumsystems
thattoleratebyzantinefailuresmustsuffice strongerequirementgor theintersectiorproperties.

The summarizegapersareanalysedandcomparedsothata completepicture of theresearch
areaof quorumsystemss provided.



1 Overview of Technicallssues

This sectionintroducesthe basicdefinitionsfor quorumsystemshat are usedin the papersfollow-
ing [MR98]. The studyof quorumsystemsassumes setof senersU, which containsn seners,i.e.
|U| = n. A quorumsysteng is definedasanon-emptysetQ C 2Y, everypairof whichintersectEach
Q@ € Qs calledaquorum Thatmeansn a quorumsystemthe senersareorganizedin overlapping
guorumssothateachquorumoverlapswith every otherquorum. Therefore a decisionor anactionof
onequorumis known in every otherquorum,sincethe quorumintersectswith every otherquorum.So,
aquorumcanacton behalfof thewhole setof seners.

For toleratingbyzantinefailures,the intersectiorpropertymustbe stricter In orderto beresilientto
b byzantinefailures,the quorumintersectionsnustbegreaterthan2b + 1. This canbe seenasfollows.
Assumein a quorumintersectionareb faulty seners. In orderfor the systemto be correctdespiteof
thesefaulty seners,it is necessaryhatthe majority of the senersin theintersections still correct,i.e.
theremustbeatleasth + 1 correctsenersin theintersection.This givesa minimumintersectiorsize
of 2b + 1 seners. Formally, this is definedasfollows (cited from [MRW97]): A quorumsystem@
is a b-maskingquorumsystemif it is resilientto f > b failures,andobeys the following consisteng
requirementy¥Q;, Q2 € Q : |Q1 N Qq| > 2b + 1.

Characteristicef quorumsystemsarequorumsize,load,andavailability. Thequorumsizeis simply
thenumberof senersin eachquorum;it is assumedhateachquorumhasthe samesize.

To definetheload,someotherdefinitionsareneeded An accesstrategyw is aprobabilitydistribution
on the elementsof the quorumsystemg, i.e. it is normalizedto » ., w(Q) = 1. w(Q) is the
probability that quorum@ will be chosenwhenthe serviceis accessed.The load inducedby w on
a serveru is definedas i, (u) = Y oco 1 ueg w(Q), 1.€. it is the probability thatary quorumis
chosenthat  is memberof. Furthermorethe load inducedby a strategy w on a quorumsystemis
L,(Q) := maxy,ecy{ly(u)}, i.e. thisis the maximumload thatis put on a sener if the stratgy w
is used. Finally, the systemload (or just load) on a quorumsystem@ is definedasfollows: It is
L£(Q) = min,{L,(Q)},i.e.itistheminimumof all possibldoadsinducedby stratgiesw. Therefore,
the load of a quorumsystemis achiared only if anoptimal accessstratayy is usedandif no failures
occur If failuresoccut thenthe guorumsystemmustbereconfigured.

The definition of the availability is takenfrom [MRW97]. To measurdhe availability of a quorum
system the crashprobabilityis used.It indicatesthe probability thatfor an equallydistributedfailure
probability p of all senersat leastonequorumsystemsurviveswith no crashedi.e. faulty, members.
Formally, it is definedasfollows (citedfrom [MRW97]). Assumethateachsenerin thesystencrashes
independentlyvith probabilityp. For every quorum@ € Q leteg betheeventthat( is hit, i.e. atleast
oneelement; € @ hascrashed.Let crash(Q) bethe eventthatall the quorums@ € Q werehit, i.e.
crash(Q) = Ageg €@- Thenthesystemcrashprobabilityis F), := P(crash(Q)).

2 Paper Summaries

2.1 Revisiting Hierar chical Quorum Systems

In thissectionthepaper‘Revisiting HierarchicalQuorumSystemsTPMO01] by N. PreguicaandJ. Mar-
tinsis presentecnddiscussedThe paperintroducesandanalyseswo quorumsystemsthe hierarchi-
cal T-grid, andthe hierarchicaltriangle guorumsystem. Both of themwill now be briefly described,
following [PMO1].



Hierar chical T-grid

A hierarchicalT-grid is a quorumthat canbe usedto granteither mutually exclusive read/writeor
readaccesso aclient. All senersareorderedn agrid shapeandthey arecombinedo logical objects.
Logical objectsagaincanbe combinedto a higherorderlogical object,andtherefore,a hierarchyof
sener groupsis formed,asshowvn in figure 1: It shavs atwo-level grid with 16 seners,where2 x 2
groupsarecombinedo alogical object.

A hierarchicall-grid quorumis formed
by afull-line coverandapartialrow cover

LR level 1
in respecto thefull-line coverin thetop
level of the hierarchy A full-line cover @Mmm © o ohan partal o e
in alevel i grid objectis formed (recur — e > 3
sively) obtainingafull-line in all objects < O C = @ o

H

of atleastonerow of the corresponding W — > > 5

level 7 — 1 grid. A full-line in alevel O
objectis definedasthe objectitself. A
row-cover in a level i objectis formed
(recursvely) obtaininga row-coverin at
leastoneobjectof every row of the cor
respondindevel i — 1 grid. A row-cover
in alevel O objectis definedasthe objectitself. A partial row-cover in respectto a givensetsS is

formedby removing all thoseobjectsfrom arow-cover, thatareabove atopmostelementof S.

In the exampleof figure 1, eachlogical objectat level 1 consistsof 4 senersatlevel 0. A quorumis
shown: In level onethereareafull-line cover (backleft andbackright objects)andarow cover (front
left andbackright objects),which form a quorum. The coversin level 1 areobtainedasfollows: The
backleft objectrepresents full-line coverin level 0, andthe front left objectrepresents row-cover
in level 0. The backright objectin level 1 represents full-line in level 0 and a partial row-cover.
The row-cover is partial, becausehe backright sener at level O (in the backright square)hasbeen
removed,becauset it above thefull-line.

The hierarchicalT-grid quorumis analysedn [PMO1]. The failure probability hasbeenanalysed
empirically. Theresultis thatthehierarchicall-grid hasa7.5% - 10% lowerfailure probabilitythanthe
hierarchicalyrid. Furthermorethefailureprobabilitydecreaseasymptoticallyto O for alargernumber:
lim,,_, F,(h-T-grid) = 0. Thequorumsizevariesdependingvhetherquadraticor rectangulagrids
areused:y/n < |quorum| < 2y/n — 1. Theload of the systemhasbeenshown to be £(h-T-grid) >

V.

Figure 1: Hierarchical T-grid with i = 2 levels;level 2 is
notshown.A quorumis marked: Full-linesare markedwith
horizontal lines, and partial row-covers are marked with
vertical lines. Figure takenfrom[PMO01] and modified.

Hierar chical Triangle

Thehierarchicatriangleis alsoarecursvely organizedquorumsystem.Thesenersarecombinedn a
trianglewith s rows, wheretheit" row containsi seners.A triangleof level m is recursvely composed
outof 3 parts:A sub-triangleof thefirst | £ | rows,asub-gridof thefirst | ] senersof rows %] +1to
1, andanothersub-triangleconsistingof theremainingseners.For i = 5 rows the hierarchicakriangle
is shavn in figure 2. A hierarchicatrianglequorumis formedby obtaininga quorumatlevel O in the
triangle,anda quorumatlevel m in atrianglecanbe achiezed by oneof thefollowing rules:



O A trianglethatconsistsof asingleseneris aquorum.

O If thetrianglehasmorethanonesener, thena quorumcanbe obtainedby one of the following
rules(7; andT; arethesub-trianglesandG is the sub-grid):

1. If Aisaquorumin 77 andB isaquorumin 75, thenA U B is aquorum.
2. If Aisaquorumin 77 andB is arow-coverin G, thenA U B isaquorum.
3. If Aisaquorumin 7, andB is afull-line in G, thenA U B isaquorum.
The propertiesof the hierarchicalT-grid quorumshave beenanalysedn [PMO01]. The failure prob-

ability hasbeenexaminedempirically. It is betterthanall quorumsystemghatarecitedin the paper
For a large numberof seners,the failure probability decreasesThe quorumsizeis constantandthe

loadis £ = \/% andthereforealmostoptimal.

Results

The maincontribution, which this paperhasmade,
is the introductionof two quorumsystemswith im- subtrangle 1 b
provedpropertiescomparedo thereferenced cites. O /ﬂ Dm
The hierarchicalgrid hasbeenmodifiedto the hier- OO
archicalT-grid, which hasa smalleraveragequorum OO0 w O

size and a smallerfailure probalility. The second et
introducedquorumsystemhasalmostoptimal load. 88880 880 %&

Both quorumsystemshave a smallerfailure proba- ol 0 vl 1 s
bility thanall previously known hierarchicalguorum
systems. Figure 2: Hierarchical Triangle quorumwith

i=5 rows and columns. The quorum decom-
positioninto subtriangless illustrated. Figure
takenfrom[PMO01] and modified.

Strengthof this paperarethe formal mathematicaproofsof correctnessf the quorumsystemshat
are presented.Along with the comparisonwith the other hierarchicalgquorumsystemsthe paperis
corvincing thatthe proposedierarchicalquorumsystemsarebetterthanthe previously known ones.

Strengths

Limitations

However, the quorumsystemshatwere presentedhave somelimitations. They do not cover byzan-
tine failures,andthey do notallow reconfiguratiorof thequorums.Thisis afundamentatlisadwantage
of thesequorumsystemspecausehey cannotbe modifiedto be resilientto byzantinefailures. Both
guorumsystemshat have beenproposedio not have the requiredpropertythatthe quorumintersec-
tions have the sizeof atleast2b + 1 seners,whereb is the numberof toleratedbyzantinefaults,and
this propertycannotbe addedo the systemseasily If the hierarchicalquorumsystemsareusedin the
contet of a reconfiguratiorservice,asproposedn [ES00], however, a reconfiguratiorcanbe done,
but still amethodfor doingthis is missing. The paperassumeshatthe quorumsystemis fixedin the
designphaseof thedistributedsystem.



Anotherproblemis thatthefailure probabilitieshave beenobtainedempirically Soit is not possible
to analysea particularquorumsystemusing someformula. The provided analysistablesare quite
limited, becausdahey shaw resultsonly for somespecificsmall n. In orderto analysehierarchical
guorumsystemsbeforedeploying themin a distributed system,an analyticalformula is neededto
calculatetheloadandcrashprobability of the system.

2.2 Graceful Quorum Reconfigurationin a Robust Emulation of Shared Mem-
ory

In this sectionthe paper“Graceful QuorumReconfigurationin a Rolust Emulationof SharedMem-
ory” [ESO0]by B. EnglertandA. Shvartsmaris summarized.

A methodis presentechow to implementmemorythatis sharedbetweendistributed seners. All
senerscanreador write the memory i.e. therecanbe multiple readersandwriters. Eachsener has
alocal copy of the memory andcoordinationis accomplishedy exchangingmessagesReadingand
writing quorumsareusedfor coordination.For faulttolerancethe quorumsystemcanbereconfigured
by adedicatedsener, thereconfigurerA reconfigurations donewhensenersfail andamonitorsener
requestgo installanew quorumsystem.

Thealgorithmfor simulatinga sharednemoryuses respond(r, id)  ack(v, id)

the I' primitive thatis introducedin [LS97] asfol- _ _ _ _
lows. T providesa quorum-acknaledgedoroadcast ~ SUPMitmw . Q. id) \(4) (3/ deliver(m, id)
andallows changingguorumconfigurations.lts in- m /(2;

terfaceis shawn in figure 3. It is invoked with the
submitcall, whoseparametersare the messagen,
the voting function (condensefunction) ¢, a quo-
rum @ € Q, anda uniquemessge id. The mes- Figure 3: Interfaceof the I primitive. Figure
sages broadcastetb all senersvia thedelivercall, takenfrom[LS97].

which takesthe messagen andits id asarguments.

ThentheT" primitive collectsall broadcastesponsefrom the seners. Theresponsesomein via the
ack call; they containareturnvaluev andthemessge id. Whenall senershave answeredthe voting
function is appliedto thosereturnvaluesthathave beensentby the specifiedquorume). Thevoting
resultr alongwith themessagéd is sentbackto the callerwith therespondcall.

In particularthe algorithm for sharedmemory emulationworks as follows: Eachsener holds a
copy of the sharedmemoryrepresenteds a single valueval, anda tag that consistsof a sequence
numberand a sener identifier  The tag representsa versionnumberof the memory Furthermore,
eachsener p hasa pair of quorumconfigurationscfg, = (cfg.act,, cfg.bid,) andquorumindices
ciz, = (ciz.acty, ciz.bid,). Theindicesarethe sequenc&umbersof the active configurationciz.act,
andthe numberof the proposecdconfigurationciz.bid,. cf g.act, andcf g.bid, arethe active andpro-
posedconfigurationrespectiely. Thereadandwrite operationsareperformedn 2 phases:

The I Primitive

1. Queryphase Thesenerthatwantsto reador write usestheI” primitiveto queryall senersin a
readquorumfor theirtags.

The query responseconsistsof the values,tags, configurationindex pairs, and configuration
pairsof all seners. The sener determinegshe maximumconfigurationindex andchecksif it is
greaterthanthe index usedfor querying.If thisis the casethenthe sener hasusedanobsolete



readquorumof anold quorumconfiguration.It handleshis situationasfollows: It performsa
guorum-joinby meiging the usedquorumandthe quorumof the newestconfigurationandthus
obtaininganintermediatequorum It setsits proposectonfigurationto the newestconfiguration
andstartsover the queryphaseusingthe nevestreadquorum.

Whenthequeryrespondhatconsistof thesenertagscomesn, thesenerconstructa propagate
tagprop-tag, anda propagatevalueprop-val. The prop-tag is constructedik e this: The sener

identifier of this sener is used,anda new sequenceaumberis determined.If this seneris a

writer, thenit is setto the maximumsequenc@&umberof all senersplus 1, thusit becomeshe

highestsequenceumberof all. If this seneris areadeythenthe propagategequenceaumber
becomeghe maximumsequenc&umberof all queriedseners. The prop-val is setto thevalue

of the tag with the maximum sequencenumber; a writing sener doesits write operationon

prop-val.

2. Propagate phase The sener usesthe I' primitive to propagateprop-tag and prop-val to all
senersin awrite quorum.

Thereis alsoonereconfigureiin the distributedsystemthatis designatedo establisha nev quorum
configuration,if this is necessandue to sener failures. The reconfigureralso maintainsa pair of
quorumconfigurationscfg, = (cfg.act,, cfg.bid,) andquorumindicesciz, = (ciz.act,, ciz.bid,).
The configurationindex ciz, atary sener p is definedto becurrent if ciz, > ciz,. Thereconfigurer
worksin 3 phases:

1. Query-installphase The reconfigurerinforms the joined active readquorumand active write
guorumaboutthe proposedchew configurationandqueriesthe valuesandtagsfrom it.

2. Propagate phase The reconfigurempropagateshe maximumtag andthe associatedvalueto a
write quorumin thenew configuration.

3. Recon-idlgphase Thereconfigureannounceso to awrite quorumin thenew configuratiorthat
thereconfigurations complete.By doingthis, it informsthe senersthatfrom now ononly the
new configurationis used.

Results

Theresultsof the introducedsharedmemoryemulationextendthosefrom [LS97]. The mostimpor-
tantimprovementis thata fault-tolerantreconfiguratiorservicehasbeenadded.In [LS97] only client
senersweretoleratedo fail, whereageS00]alsotolerateghereconfigureto fail, i.e. thereconfigurer
hasbeeneliminatedasa singlepoint of failure. The basicideato accomplishthis fault tolerancds to
useintermediatequorumconfigurationsyhich consistof the old andthe newv quorumconfiguration.If
thereconfigurefails duringreconfigurationthe systenstill works;theprooffor correctnesandsafety
is sketchedn [ESO0Q].

A propertyof theuseof intermediatequorumconfigurationss thatduringreconfiguratiomeadersand
writers do not have to wait for completionof the reconfiguration.They simply queryanintermediate
guorumin their queryphaseandobtaina reador write majority.

Theanalysisof thesharednemoryemulationresultedn boundedime delaysandin boundechumber
of exchangednessage$or both reconfiguratiorandfor accesgjueries. Any reador write operation
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thatdoesnotfail, takesatmost10g+ 5dg timeand(2d+4)n messagefy is theupperboundto perform
acomputationd is the distancebetweenthe highestconfigurationandthe configurationof this sener,
andn is the numberof seners). Any reconfiguratiortakesat most15g and6n messagesTherefore,
thelivenes®f the protocolis ensured.

Strengths

The strengthof this paperis the flexibility of its results. The protocolthat hasbeenintroducedcan
be usedasa powerful building block in a distributed system. It providesthe abstractiorof a shared
memorythat can be randomlyaccessedrom all senersin the distributed system. This memoryis
fault tolerant,becausat still worksif senersfail, andif the reconfigurerfails. The operationis not
interruptedwhen failuresoccur; even during reconfigurationthe readersand writers do not have to
wait.

Furthermore an implementations proposed. Although the implementationis abstractin orderto
prove its correctnessa concreteémplementatiorcanbe designedrom the abstracispecification.The
architecturas two-layered:lt is splitinto theI" primitive andthe actualmemoryemulation.

Another strengthis the independeng from a quorumsystem. An arbitrary quorumsystemcan be
usedwith this protocol. Soit is possibleto choosea quorumsystemwith the desiredoad, availability,
andquorumsize propertiesaccordingto the application. Especially it is possibleto usea byzantine
guorumsystemin orderto maskbyzantinefailuresof oneof theseners. Thisis donein [AMR+00].

Limitations

Thereareseverallimitationsandproblemsn the protocolthatis presentedn [ES0O]. First, the limi-
tationsdueto thereconfiguratiorareshovn. The protocoldoesnot proposea mechanisno exchange
the reconfigurer The failure of the reconfigurelis concernedbut it is assumedhat the reconfigurer
recoversandcontinuests operation.However, if it is notrecovered,thenno morereconfigurationgan
be performed andthe distributedsystemwill eventuallyfail, if the majority of senersof onequorum
fail. A mechanisms neededo switchto anew reconfigurer

Anotherissuethatdealswith the reconfigureiis a securityproblem: The reconfigurations initiated
by calling thereconfigureprimitive of the managemerninterfaceof thereconfigurerUsually, amonitor
stationdoesthis, but anintrudercouldalsodo this call. A possibleattackis to permanentlysendnew
configurationgo thereconfigureandthusslowing down or stoppingthesystem A stopis theoretically
possiblebecauseghetime bounddepend®nthe numberof newly establisheaonfigurations.

Anotherproblemof thereconfigureris thatthe protocolassumeshatit hasno byzantinefailures. A
byzantinereconfigurethatsendsnconsisteninformationaboutnex quorumconfigurationsill letthe
whole distributedsystemgo to aninconsistenstate.Byzantinefailuresof the otherseners,however,
canbetoleratedby usinga byzantinequorumsystem.

A limitation ontheclient sideis thatat leastonequorumis neededn orderto make progress How-
ever, this is not a bad property sincethe whole distributed systemhasfailed anyway if all quorums
have failed.

A moresevereproblemon the side of the senersis thatthe sequenceaumbershat are usedto dis-
tinguishbetweendifferentconfigurationversionamaywraparound.The paperdefinesalexicographic
orderon the sequenceaumberswhich is violatedif a wrap-aroundoccurs. In this case,a new con-



figuration cannotbe establishedpecausehe senersrejectthe sequencaenumberas old, whenthey

determinegthe maximumsequenc@&umber The systemwill fail eventually if no new quorumsystem
canbe establishedIt hasto be consideredhow oftenanew configurationis propagatedy the recon-
figurer and after what time the wrap-aroundoccurs. Reconfigurationglo not happenvery often, and
therefore a 32 bit configurationindex is sufficientin mostcases.

An inherentlimitation of the protocolis the performance.Eachsener hasa copy of the emulated
sharednemoryin its own memory andfor eachreadandwrite operationthewhole sharednmemoryis
transmittedvithin theexchangednessagesThis hasavery high costof network bandwidthandahigh
delay Thereforethesharednemoryis limited in sizein orderto maintainhigh performance.

2.3 The Load and Availability of Byzantine Quorum Systems

The paper“The Load and Availability of ByzantineQuorumSystems’ [MRW97] by D. Malkhi, M.
Reiter andA. Wool is presentedh this section.

Four new b-maskingquorumsystemareintroducedn [MRW97], whichtolerateb byzantinefailures
transparentiyto the seners. Generalconditionsfor the existenceof maskingquorumsystemsare
4b < n, wheren is thenumberof seners,andquorumintersection®f thesize2b + 1. This minimum
intersectiorsizeis necessaryo maskbyzantinequorumsystemsbecausé meanghatin any quorum
intersectiorthereis still the majority of senerscorrect.

The M-Grid Quorum System

Thefirst quorumsystemthatis introducedin [MRW97]
is the M-grid system.Then senersarearrangedn agrid
of v/n x \/n. A quorumconsistsof exactly v/b + 1 rows
and+/b + 1 columnsof thegrid. Thisis shown in figure4
for n = 49 senersandb = 3 masled byzantinefailures,
whereonequorumis marked. Theintersectiorpropertyis
fulfilled, becausdifferentquorumsintersectat morethan
2b+ 1 seners,whichis shovnin [MRW97]. Furthermore,
it hasbeenshavn thatM-grid is a b-maskingquorumsys-
tem.

Analysisof theM-grid systenresultedn anoptimalload

of £(M-grid(b)) = y/ 2+ for b ~ ¥*, andthecrashprob- Figure 4: M-grid quorum systemwith

2 .
ability corvergesto 1, lim,,_,, F,(M-grid) = 1. So,for a vn = 1. Figure takenfrom[MRW97.

constantrashprobability of senersthe systemwill crash,
becausehereis atleastonecrashin eachrow or column.

RT Quorum System

Another quorumsystemdefinedin [MRW97] is the RT system. It is constructedy taking /-of-&
thresholdsystems(with £ > [ > g) and arrangingthemin a k-nary tree of depthh, asshown in
figure 5. A quorumis definedrecursvely. A quorumis formedif [ out of k£ resultsat the root node
of the treearethe same. This majority of [ out of £ musthold at eachinner nodeof the tree. If the
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subnode®f athresholdsystemareleaf nodesthenthethresholdsystenreturnstheresultthatis given
by [ outof k leaves(seners).An examplequorumis markedin figure5.

It hasbeenshavn in thepaperthata RT'(k, 1) [eas |
systemis a b-maskingquorumsystem.,if the

numberof toleratedbyzantinefailuresis b = [oat ] [oms | ot ] .
min{ (n98(21-) _ 1) /2, ploseE-+D_1}, The ﬁ%
load and crashprobability have also beenex- % (% (%
amined. Theloadis £(RT (k,1)) = L&)
whichis not optimal. However, in somecases, Figure 5: RT quorumsystemwith & = 4, [ = 3,
optimal load canbe achieved. An exampleis andh = 2. Onequorumis marked. Figure taken
givenin the paper from[MRW97.

Thebehaior of thecrashprobabilitydepends
on thefailure probability p of theseners. If it is smallerthana critical probability p., thenthe failure
probability F}, corvergesto 0, andif p > p., then F,, corvergesto 1. The critical probability canbe
calculatedasshown in the paper andtherefore anoptimal crashprobability canbe achieved.

boostFPP

The third quorumsystemthatis introducedin [MRW97] is boostFPPThe nameindicatesthat this
systemis an extended(boosted)versionof FPR i.e. the finite projectve planequorumsystem. The
latteris notintroducedn the paper but rathera referencas given. FPPof orderq is aquorumsystem
thatconsistof nr = ¢? + ¢ + 1 senersandhasquorumsof sizec(FPP) = ¢ + 1. It isregular, i.e. it
hasintersection®f sizel, andtherefore,jt cannotbe usedto maskbyzantinefailures. To accomplish
themaskingof these FPPis composedvith athresholdsystem(3b + 1)-out-of-(@b+1), i.e. 4b+1 FPP
quorumsystemsareused,andarny majority of 3b + 1 of themformsaboostFPRjuorum.This quorum
systemboostFPRy, b) has(4b + 1)(¢* + ¢ + 1) senerswith quorumsof size(3b + 1)(¢g + 1).

In [MRW97] it hasbeenprovedthatboostFPRs a b-maskingguorumsystem.The analysisshoved
thattheloadis £ (boostFPP(g,b)) ~ . Thisis animportantresult,becaus¢heloadis only dependent
onthenumberof FFPquorumsystemsi)ut notonthenumberof toleratecdbyzantinefailures.Therefore,
the load is not increasedvhen the numberof toleratedbyzantinefailuresis increasedand adding
senersto thesystemj.e. increasingy, resultsin adecreasetbad.

The examinationof the failure probability shoved 2 facts. First, if the failure probability p of the
senersis greaterthan i thenthe crashprobability of the systemcornvergesasymptoticallyto 1, i.e.
lim,,_, F,(boostFPP) = 1. Secondif p < 0.25, thenthereis anupperboundonthecrashprobability,
exp (—Q(b — logq)), where(2 is the Landaunotationfor an upperbound. It canbe seenthat for a
constanyy the crashprobabilitybecomesasymptoticallyoptimal,otherwiseit is suboptimalyetit does
notcorvergeto 1.

The M-Path Quorum System

The last quorumsystemthat is presentedn [MRW97] is M-path. The senersare organizedin a
squaregrid of the points{(i,j) € Z : 1 <1,j < /n}. Thegrid hasanundirectededgebetweentwo
points(iy, j;) and (s, jo) if oneof theseconditionsholds:



1. 4y = 4; andj, = 51 + 1 (Up),
2. iy = i1 + 1 andj, = j; (right),
3. i3 =41 — 1 andj, = j; + 1 (diagonallyup andleft).

A quorumin M-pathis formedby /2b + 1 disjoint
pathsalongedgedrom theleft sideto theright side
and+/2b + 1 pathsalongedgesrom thetop sideto
thebottomside. An examplequorumis illustratedin
figure6.

M-pathhasbeenanalysedn [MRW297]. It hasbeen
provedthatit is ab-maskingquorumsystem.M-path
hasan optimalload: £(M-path(b)) < 24/2F. It
alsohasan optimal crashprobability F,,, becauset
hasbeenproved that an upperboundof the crash
probabilityis exp(—Q(y/n—v/b)). Thisboundholds
for every sener failure probability p < 0.5, andit
asymptoticallycorvergesto 0 for anincreasedgener
numberi.e. lim,,_,» F,(M-path) = 0, whichis op-
timal.

Figure 6: M-path quorumsystemwith \/n =
9. One quorumis marked. Figure taken

from[MRW97.
Results

The main resultsof this paperare the theoreticalconsideration®f load, and crashprobability of
b-maskingquorumsystems. The analysisshaved boundsfor both measuresa lower boundof the
load anda lower boundof the crashprobability. Four practicalbyzantinequorumsystemshave been
presentedeachof whichis optimalin atleastoneof the measuresThelastone,M-grid, is optimalin
bothload andcrashprobability, which is a very importantresult,becauseét shows thatthe theoretical
lower boundcanactuallybereachedy a practicalquorumsystem.

Anotherresultof the paperis amethodto transformanarbitrarybenignfault tolerantquorumsystem
into abyzantineone. Thisis accomplishedisingtheboostingtechniquahathasbeenusedto introduce
theboostFPRjuorumsystem.This methodcangenerallybeappliedto quorumsystemstherthanFPP

Strengths

The basicstrengthof the paper[MRW97] is thatits theoryis mathematicallffoundedandhasbeen
proved. The propertieof the presentedjuorumsystemshave alsobeenproved,andthereforethey are
reliable.

Anotherstrengthis thatdifferentquorumsystemswith differentpropertieshave beenpresentedDe-
pendingon the applicationof the quorumsystemand its requirementspne of thesesystemscanbe
chosen An examplehasbeengivenin the paper wheretradeofs betweenoad, crashprobability, and
toleratedoyzantineandbenignfailuresareshavn.
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Limitations

The papershovs quorumsystemsand provesthatthey areoptimal. However, whatis missingis an
actualimplementatiorof the systemsn orderto analysetheir practicalperformance.

2.4 Dynamic Byzantine Quorum Systems

This sectionpresentdhe paper‘Dynamic ByzantineQuorumSystems”’JAMR+00] by L. Alvisi, D.
Malkhi, E. Pierce M. Reiter andR. Wright.

The paperdealswith theadaptionof the numberb of maslkedbyzantinefailuresin aquorumsystem.
It proposes methodto changehisresiliencethresholdvaluedynamicallyin adistributedsystem.Two
differentnoveltiesarepresenteda methodto adjustandreadthethresholdvalue,andasharednemory
emulation,in which thethresholdvaluecanbe changediynamically

ThresholdAdjustment

Thecurrentthresholdvalueis heldin asharedsariable3, which hasa valuewithin therangebetween
bmin @andbn.,. 1S hasatimestamp7; to distinguishbetweerdifferentvalueversions.So, eachupdate
is stampedvith auniquetimestamphatis greatethanany previously usedone.

For theacces®f B aquorumsystemis neededhatis stricterin its definitionthanbs-maskingbecause
it hasto intersectall possiblequorumsof sizebetween,,;, andb,,... Therefore athresholdmasking
quorumsystenis definedasa quorumsystemwith quorumsizesof |Q| = [2t2+1]. Quorumsof a
thresholdmaskingquorumsystemare calledannouncesets becausehey areholding the latestvalue
for B andcanbequeriedfor it.

The write of a new thresholdvalueworks asfollows. Supposea sener wantsto seta new threshold
valueb. It queriessenersof an announcesetto obtainthe valuesof B and 7. It takesthe value
with the newesttimestampupdateghe associatedalue,andincreaseshe timestampby 1. Thenthe
clientsendgshe updatedB and 75 to theannounceset. Becauseghe announcesetis a majority in each
b-maskingquorum,the new thresholdvalueis propagatedThe actualreconfiguratiorof the byzantine
guorumsystemhasto be doneby theannouncesetaswell.

Thereadingof thethresholdvalueby a clientis donesimilarly. Theclientqueriessenersin athresh-
old maskinggquorumin orderto obtainthe currentvaluesof B and7z. Outof thevalue-timestampairs
it selectghepairthathasbeernreturnedoy atleast,,,.+1 senersandthathasnotbeencountermanded,
i.e. it is notobsoletedy awrite with a newer timestamp.

This algorithmhasbeenprovedto be correct.

Variablesin Dynamic ThresholdSystems

The paperalsodescribesan algorithmto sharea variablebetweenthe seners. To achieve this, the
previously introducedalgorithmhasto be extended. The problemis the increaseof b. If avaluehas
beenwritten beforethe thresholdwasincrementedthenreadingfrom a quorumof the size % is
not enoughto ensureh + 1 correctresponseshecausesomesenersmight still respondwith the old
value.Thereforethequorumsizeusedfor thereadingis increasedy b — by,y,.
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The writing is alsocomplicatedby anincreasedhresholds, becauseahe writer needsto obtainthe
mostrecentlywritten valueof B. If the quorumthatthe writer accessebhasonly obsoletej.e. coun-
termandedyaluesof the threshold thenthe writer hasto querya larger quorumof the maximumsize
nt2bmex i orderto obtainthelatestvalue.

In [AMR+00] thereis a protocolfor thereaderandwriter for sharingacommonvariable.

Results

The mainresultin the paper[AMR+00] is the methodto adaptthe numberof toleratedbyzantine
failuresin a quorumsystemsat run time. Therefore,the numberof toleratedbyzantinefailures of
senersin a distributed systemdoesnot have to be decidedin the designphasearny more. This is
adwantageousbecauseno resourcesare wastedin orderto maintainresilienceto a high numberof
byzantinefailures. The systemcanwork very efficiently whenthe extra resourceso maskbyzantine
failuresarenotusedall thetime.

Thesecondesultis thealgorithmto sharea variablebetweermultiple readersaandwriters, while the
dynamicchangeof thethresholdvalueis still possible.So,the sharednemoryemulationthathasbeen
introducedn [ESO00]is extendedto maskbyzantinefailures.

Strengths

An adwantageof the methodto adaptthe numberof masled byzantinefailuresdynamicallyis that
strongsemanticss provided. Thatmeansthe next readafterawrite of anew valuefor B resultsin the
new value. Of course this is animplication of the correctnessf the algorithm, but it is importantto
notice.

Furthermorethealgorithmcanbeusedo implementsharednemorybetweermultiple seners,where
the memoryaccesdoleratesbyzantinefailures. This is simply doneby emulatingthe memoryasa
numberof sharedvariables.

Anotheradwantages theindependenc&om specificquorumsystemsin the paperit hasbeenshovn
thatthe adaptionworks with boostFPHMRW97] andM-grid [MRW97] aswell. It canbe usedwith
ary arbitrarybyzantinequorumsystem,andthusit hasthe ability to be scaledin respecto load and
crashprobabilitydependingon therequirement®f the application.

Limitations

A limitation of the proposedmethodfor adaptingthe numberof masled byzantinefailuresis the
assumptiorthat clientsand channelsarereliable. In practice,this is not alwaysthe case. Links and
clientscanfail aswell, andclientscanevenfail in a byzantineway, for instancan caseof anintruder

Like in [ESO00], this methoddoesnot dealwith the problemof a possiblewrap-aroundf sequence
numbersin thiscaseheversionnumberof B mightwraparound andthealgorithmwill fail eventually
becausea new thresholdvaluecannotbe established.

Whatis missingin this paperis ananalysisof thetime thatis neededo establisha new threshold.It
is shavn thatthe algorithmis correct,but atime limit is requiredfor someapplicationsgspeciallyfor
distributedreal-timesystems.
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3 Analysis

The four paperghat have beensummarizedn section2 areall aboutquorumsystemshut they deal
with differentissuesin this field of research.They canbe cateyorizedin two main areas. The first
oneis theintroductionandtheoreticalnalysisof quorumsystemsThe paperdMRW97] and[PMO01]
fall into this category. The secondfield of studyis the applicationof quorumsystemsor emulation
of sharedmemory The two othersummarizepapers]JAMR+00] and[ES00], dealwith this. They
do not make assumptiongboutthe underlyingquorumsystem,and therefore,they are usablewith
ary possiblequorumsystem. However, the methodto changethe thresholdfor byzantinequorum
systemgroposedn [AMR+00] only makessensevhenbyzantinequorumsystemsareused;but still
anarbitrarybyzantinequorumsystemcanbe used.

Intr oducedQuorum Systems

Thefirst cateyory of paperds analysechow. The pape{MRW97] introducedour byzantinequorum
systemsand theoreticallyanalysegheir load and crashprobability (seesection2.3). In contrastto
thatthe paperfPMO01] introduceswo hierarchicalquorumsystemsandanalyseshemempirically; i.e.
determinewvaluesof load andavailability by induction. Thisis aweaknes®f thelatter paper because
no generaktatementsanbe madeaboutthe performancef thequorumsystemsvhenthesenercrash
probability andthe numberof senersare given. For a propersystemdesignan analyticalformulais
neededn orderto determinghe bestquorumsystemconfiguration.

A comparisorof the resultsof the quorumsystemswhich areintroduced,shavs that the quorum
systemsof [MRW97] aregenerallybetterthanthosepresentedn [PM01]. They areoptimalin load
and/orcrashprobability, whereaghe hierarchicalquorumsystemsoth areonly almostoptimal. This
only aminimal difference but is shavs thathierarchicalquorumsystemsareinherentlyworsein their
probabilitiesthannon-hierarchicatjuorumsystems.

In generalit canbe saidthat hierarchicalquorumsystemsare worsethannon-hierarchicatjuorum
systemsn respecto the failure probability. A failure of asenerin a subcomponendf a hierarchical
guorumsystemis a faultin the supercomponenhatusesthe subcomponentTherefore failuresof a
sener affectthewhole hierarchyinsteadof justthe quorumsit is partof.

The hierarchicalquorumsystemshat areintroducedin [PMO01] do not toleratebyzantinefailures,
becausehesizeof theintersectiorof thequorumscannotbe setasaparameterTheintersectiorsizeis
fixedto 1, andthe shovn hierarchicalquorumsystemsannotbe easilymodifiedto toleratebyzantine
failures. The hierarchicalT-grid alwayshasquorumintersectionf size1: Partial row coverscanbe
obtainedn any columns sotherearealwaystwo quorumsthatdiffer by exchangingtwo columnsin a
row cover, i.e. they differ in exactly onesener. The hierarchicalTrianglealwayshasintersectionf
atleastsizel atthehighestlevel. Considerfor instancethetriangleof level 2 in figure 2 (page4). Two
guorumsthatdiffer in exactly onelevel 2 trianglemusthave anintersectiorsizeof 1, sincethey must
have oneof thethreesenersin thetrianglein commonaccordingto the definition. Therefore neither
of theintroducedhierarchicalquorumsystemgoleratesdyzantinefailures.

Shared Memory Emulations

Theseconccatayory of paperds analysedow. In [ESOO]analgorithmis presentedo emulateshared
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memoryin adistrubtedsystemhatusesreadandwrite quorumsfor accessingg. Thealgorithmallows
multiple readersandwritersaswell asreconfiguratiorof thereadandwrite quorumsatruntime. The
paper[AMR+00], however, is betterthan[ES00], becauset developsthe algorithmfurther. It usesa
byzantinequorumsystemwith the sharedmemoryemulationalgorithm,andfurthermore,it allows a
dynamicchangeof the numberof toleratedbyzantinefailuresat runtime.

Originally, the algorithmsthatareproposedn both papersareintroducedfor usageof a sharedvari-
able. By usingmary sharedvariablesor by usinganarrayvariable,sharedmemorycanbe emulated.
However, thereis a hugecommunicationoverheadn orderto usea sharedmemoryemulation. For
eachmemoryaccessthe whole memoryis transmittedwice over the network. The performancesost
of network bandwidthandlocal memoryaccessess high,andalsothelocalmemorycost,becauseach
sener holdsalocal copy of thesharednemory

An alternatve solutionthathasa higherperformanceisesactivereplicationin orderto emulateshared
memory Eachsener thatwantsto sharethe memoryhasanactive local replica. Eachtime a memory
accesss doneavalueis readfrom thelocal copy or writtento thelocal copy andsentto theotherrepli-
casusinga totally orderedmulticast. Eachsener completegshe memoryaccessesleterministically
andthereforemaintainsthe samestateasthe otherreplicas.This solutionis moreperformanthanthe
algorithmsof the cited papersbecauseat doesnot transmitthe whole memorycontenteachtime an
accesgo the sharedmemoryis requestedlt canalsobetolerantto byzantinefailures. To accomplish
this, a byzantinequorumsystemcanbe usedto agreeon the valuesthatarereadfrom the sharednem-
ory. A dynamicchangeof the numberof toleratedbyzantinefailures,however, canbe doneusingthe
methodproposedn [AMR+00].

4 Conclusion

In this reportthe four papers[PMO01], [ES00], [MRW97], and [AMR+00] have beensummarized,
analyzedand compared. Thesepapersare the currentstateof the art in quorumsystemswhich are
usedin faulttolerantdistributedcomputingsystems.

The papers’contritution to the researchareaof quorumsystemsare the introductionof improved
hierarchicalquorumsystemgPMO01], emulationof sharednemorywith the ability to changethe used
guorumsystemat run time [ES00],theintroductionandtheoreticalanalysisof byzantinequorumsys-
tems[MRW97], anda methodto changehe numberof toleratedbyzantinefailuresin aquorumsystem
atruntime [AMR+00].

The papersdealwith differentissuesin the field of quorumsystems.Combiningthe resultsof the
papersthey form a powerful stateof the art building block for quorumsystemswhich providesdy-
namicallyadaptedoleranceto byzantinefailures,a quorum-basedharednemoryaswell asoptimal
loadandavailability of thequorumsystem.
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