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1 Introduction

For programmingdistributedsystemst is very corvenientto have sharednemorythatcanbe accessed
by cooperatingorocessesThe abstractiorof a commonlyusablestoragegreatly simplifies program-
ming a distributedsystem becauséhe developerdoesnot needto botheraboutthe difficultiesthatare
inherentin the distribution, suchas messagerderingor syncrory of memoryaccessesDistributed
sharedmemoryprovidestemporalandspatialdecouplingof the cooperatingprocessesThe processes
do not needto have overlappinglifetimes,andthey do not needto know eachothersidentities. These
principleswill bediscussedaterin this projectreport.

Oneinstanceof distributed sharedmemoryaretuple spaces.A tuple spaceis an unorderedbag of
tuples, which can be accessedssociatrely. A tuple is — like a datastructure— a compositedata
type that consistsof elementarydatatypes,suchasintegersor strings,soit is basicallythe sameasa
mathematicaluple. In atuple spacearbitrarytuplescanbestored,.e. thespaces notlimited to tuples
of thesametype. Lik e statedabove, atuple spaces contentaddressablememory Tuplescanbestored
in the space andthey canbe taken from the tuple spaceby using patternmatching. For this pattern
matchingary tuple thatmatchesa specifiedtemplateis taken from the tuple space.lt is importantto
notethatstoringandremoving tuplesarethe only operationghatareallowedon tuple spacesandthe
modificationof atuplewithin the spaces not possible.

Examplesof tuplespacesrelinda, FT-Linda, PLinda,andJavaSpacesThe concepiof tuple spaces
wasfirst introducedwith the Linda programmingandcoordinationlanguagdGel85]. It wasdesigned
for distributedparallelprogramsj.e. replicatedwvorkersthatwork on partialproblemsof ataskandare
coordinatedoy a master FT-Linda andPLindaareextensionsof Linda thataugmentinda primitives
with fault tolerantextensions.Linda’s problemis thatit cannothandlefailed processessuchasfailed
workers or a failed master Tuplescanbe lost if they are withdravn from the spaceby a process
andthe processrahesright afterthat. FT-Linda and PLindaprovide meansto remedythis problem.
JavaSpace$FHA99] is one of the servicesprovided by Jini [OWO0Q]. It allows to hold Java objects
with methodsandattributesasentriesin thetuple spacewhichis calledJaraSpace.



This reportis organizedasfollows. Section2 introducesthe differenttuple spacesn more detalil.
Section3 describedault toleranceaspectof JavaSpacesin the main partthat consistsof sections4
and5 presentsan exampleapplicationfor JavraSpacesndanalysests performance Finally, 6 wraps
uptheresults.

2 Tuple Spaces

This sectionpresentdifferenttuple spaces. The JaszaSpaceguple spaceis mostimportantin this
contet, becausdt is analysedn thefollowing sections.

21 Linda

Thecoordinationanguagd.indawasfirst introducedn [Gel85]. Thetuplesin Linda consistof atype
nameandallist of constantswhich aretheactualtuplevalues.Threeprimitivesareoriginally provided
by Linda: out , i n, andr ead.

Theprimitiveout (N, P,, ..., P;) depositgshespecifieduplewith nameN andvaluespP, ..., P;
into thetuplespace Thenameis alogicalname.e. it doesnotneedto be unique thusmultiple tuples
may have the samename.

Symmetricallyto out , theprimitivei n(N, P,, ..., P;) withdravsatupleof thenameN from
thetuple space.The parameters, ..., P; areboundwith the correspondingaluesof the withdrawvn
tuple. Optionally, a patternmatchingcanbe performed;this is doneby specifyingvaluesinsteadof
variablesasparameter®f i n. In Lindaimplementationshei n operationis blocking,i.e. if thereis
no matchingtuple of the specifiedtype, the caller blocksandwaits for one. If thereis morethanone
processwaiting for a tuple of a specifictype, only one of themgetsit, i.e. no tuplesareduplicated.
Furthermorethereis a non-blockingversionof i n calledi np. It only withdrawvs a tuple of a specific
typeif it existsin thetuple spaceptherwiseit returnsnon-success.

Ther ead statemenwith the syntaxr ead(N, P, ..., P;) isthesameasi n, exceptthatthe
tupleremainsin thetuple spacensteadof beingwithdravn. Again, thereis a non-blockingversionof
r ead calledr eadp.

With thesethreeprimitivesLinda is a simple, but powerful coordinationlanguagefor accessindghe
shareduplespace.

2.2 FT-Linda

The coordinationlanguagé.inda, which hasbeenintroducedin the previous subsectionhasa funda-
mentaldravback: In the caseof procesdailurestuplescanaccidentallybe lost or duplicated.For the
first case considerareplicatedworker thathaswithdravn ataskdescriptiontuplefrom thetuple space,
but it crasheseforeit completeghe taskby writing the resultbackto thetuple space.Thenthetuple
thatdescribedhe taskis lost and cannotbe recovered. Even a recovery mechanismin the replicated
worker doesnot help,becaus¢hereis alwaysa smallwindow of vulnerability betweerthewithdraval

andwriting the tuple to a local persistenstorage.In the caseof a crashingmastera taskdescription
tuple canbe duplicated,if the masterdoesnot recover information aboutthe task descriptionthat it

hasdepositedn the tuple space.Again, this canhappen pecausehereis a window of vulnerability
betweenthe depositionof the taskdescriptionin the tuple spaceandthe writing of the tuple to local
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persistenstoragenotethatthe mastercannotrely on finding its depositeduplesin the tuple spaceo
determinewhetherit hasalreadycreateda task,because worker might have withdravn the tuplein
orderto processt.

To remedythere dravbacksof Linda, a fault tolerantversion of Linda hasbeendeveloped, FT-
Linda [BS95]. It usestwo basicimprovementsnamelystabletuple spacesand atomic executionof
tuple spaceoperations.The former enhancemeris doneusingfault tolerancetechniquesi.e. repli-
cationof the tuple spaceon n replicasin orderto survive n — 1 crashfailures. The fault modelthat
is assumeds fail-silent, i.e. the replicasare eithercorrectin the time andvalue dimension,or they
crashbenignly without sendingcorruptedor incorrectvalues. A statemachineapproachs usedfor
consisteng andcoordinationamongthereplicas.For detailson therealizationsee[BS95.

The secondenhancementthe atomic execution of tuple spaceoperations,is done using atomic
guarded statements (AGS).An AGSis a constructof theform <guar d — body> with the follow-
ing semantics:The atomicguardedstatemenblocksuntil the guardevaluatesto true or false,where
guar d canbeary tuple spaceoperationlikei n or out , or it canbe abooleanvalue. If the guardis
true, thenthe body is executedatomically i.e. on an all-or-nonebasis. The body may be a seriesof
instructionsi np, out , r eadp, andotherspecializednstructionssuchascopy. In [BS95 thereis
shavn how to designa fault-tolerantreplicatedworker patternusingFT-Linda. This FT-Linda version
of thereplicatedvorker doesnothave thedravbacksof thecorrespondind.indaversion—-thewindows
of vulnerabilityareeliminated.

2.3 PLinda

PLindais apersistentersionof Linda, whencehename.As describedn [BJL+97], PLindaaugments
Linda by resilientprocesseandfault toleranttuple spaces.

In orderto make processesesilientto failures,the conceptof transactionss introduced.Thatmeans
a sequencef operationson the tuple spaceis performedatomically on an all or nonebasis. The
xst art operationinitiates a transactionandthe xconm t operationcommitsit. PLindaensures
atomicexecutionof all tuplespaceoperationdetweerxst art andxconm t . With transactionshe
window of vulnerability of tuple spaceaccesses removed,andthereforethetuple spaces alwaysin
acorrectstate,if fail-silentprocesseareassumedi.e. processeshatdo not depositerroneouguples
in thetuple space.

Theseconenhancemenih PLindaarefaulttoleranttuplespacesPLindausegeriodiccheckpointing
to achieve this. At acheckpointPLindasarestheentiretuple spaceo persistenstorageandit ensures
to save only committedtiransactionsothatthe savedtuple spacds in aconsistenstate.lt is interesting
to notethat PLindadoesnot useary logging replaymechanisnto recover from a tuple spacefailure.
Insteadwhenatuplefailurerecoveryis done thePLindasystenxkills all actve processeandrespavns
themusingits procesgesiliencemechanismsTherestartedprocessesvill continuefrom the stateat
whichthey committedthelasttransactiorthatwascheckpointedo persistenstoragej.e. thereplayis
performedby the processethatusethetuple space.

Anotherfault tolerancemechanisnthatis employedin PLindais failure detectionof processeshat
usethetuple space PLindaassumes synchronougsooperatiormodelandusesa timeoutmechanism
for failure detection:If a processesloesnot accesshe tuple spacefor a specificperiodof time, it is
assumedo befailed. Thenthe systemstopsthe suspectegrocessandrespavnsanew backupprocess
in placeof thefailed one. If the failure detectionwaswrong,i.e. it suspected procesgo be failed,



but actuallyalink failure suchasa network partitionoccuredthenit will stopthesuspectegrocessas
soonasit is reachableagain. This is dueto inconsistenciethatcanoccurbecausehe backupprocess
is performingthe sametaskasthe accidentallysuspectegbrocess.

Since PLinda can be usedfor parallel programmingwith replicatedworkers, it can be usedin a
network of workstationsasdescribedn [BJL+97]and[STW97]. Themainideais to usetheidle time
of workstationsin alocal areanetwork for runningreplicatedworkersthat computetasksthey obtain
from a tuple space. The workstationprogramdetectsidle time and runsonly if the CPU computing
timeis notusedby ary otheruserprocess.

2.4 JavaSpaces

Anotherinstanceof tuple spacess JavaSpacefHA99], whichis oneof the Jini services Jini is pre-
sentedn [OWOQ]; it is middlewarefor the Javaprogrammindanguageandit allowstheprogramming
of a dynamicdistributedsystem the Jini community A userprocesghatwishesto useJini services
first finds a lookup service,which is thenusedto find serviceswithin the community The userpro-
cessobtainsa serviceinterfaceasa local object, which is a local stubfor the service. The methods
of the local objectarethenusedto invoke serviceprimitives. Thus, the principle is very muchlike
CORBA (CommonObjectRequesBroker Architecture) which alsousedocal stubsfor remoteaccess
of objects.

Like statedabove, oneof theserviceslini providesis JavraSpacesUnlike thetuple spacesntroduced
in theprevioussubsections]avaSpaceallowsthestorageof objectycalledentries) in thespacenstead
of tuples. In this context objectsmeansJasa objectsthat maintaina stateand provide methodsfor
operationson them. Thus, code shippingto replicatedworkersis possibleusing JaszaSpaces.This
projectfocuseson JavaSpacesyhich is further presentedn the next section.An exampleapplication
of replicatedworkersis givenin section4.

3 Fault Tolerant Aspects of JavaSpaces

In orderto toleratefaults,JaszaSpacesisesdifferentmeans.Fault tolerancds very importantfor Java-
SpacesbecausdavaSpaceapplicationsarealwaysdistributed.

3.1 Jini Fault Tolerance

As describedn section2.4,the JavtaSpaceserviceis partof Jini. Jini hasbeendevelopedto be fault
tolerantin the sensehat crashingsenerscanrecover automatically This is doneusingthe so-called
RMI activation(RemoteMethodinvocation).EachJini servicethatis startedregistersitself atthe RMI
daemonr mi d. rm d is a programthat keepstrack of activatableservicesandit is usedfor RMI,
on which Jini is basedupon. An importantfeatureis that activatableservicesare persistentj.e after
a systemcrashr m d tries to restartthem automaticallyso that no explicit restartof eachserviceis
required- restartingr m d is sufficient. To accomplishthis, r m d keepstrack of the serviceusinga
log-file. However, it doesnotlog theinternalstateof the servicesandtherefore still datamay belost
whenthe systemcrashes.

Eachservicehasto maintaina log-file in orderto recover from a systemfailure. The Jini services
thatJavaSpaceseeddo run all uselogging: thelookupservicer eggi e, andthetransactiormanager
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mahal 0. The JavaSpaceservicecalledout ri gger itself providestwo alternatves: A persistent
versionandanon-persistentersion.While thenon-persistentersiondoesnotsurviveasystenftailure,

the persistentrersioncanrecover from its log-file aftera crash.For moredetailsonr m d andthe Jini

servicegeferto [OWO(Q].

3.2 JavaSpaces Transactions

In orderto avoid lost or duplicatedtuplesasin the scenaroisdescribedn section2.2, JavaSpaces
providesatransactiormechanismlit guaranteethe ACID propertiesatomicity, consisteny, isolation,
anddurability. Transactiongonsistof a numberof spaceaccessewith the operationg ake, r ead,
wr it e, etc. However, the semantic®of spaceoperationsn atransactions slightly differentfrom the
semantic®utsideatransaction.

Themaindifferencesare (for moredetailssee[FHA99]):

0 Entriesthatarewritten within a transactiorareonly visible within the transaction If the object
is takenout of the spaceagainwithin thetransactionit is never seenoutsidethetransaction.

O Ar ead operatiorcanmatcheitheranentrywrittenunderthetransactioror anentryin thespace.
Whichoner ead returns,is notdefined.

O If anentryis readfrom thespaceor takenout of thespaceduringatransactionpthertransactions
are keptfrom readingthat particularentry. This ensureghe consisteng of the space because
othertransactioncannotchangethe entry by readingand modifying it. If anothertransaction
issuesar ead, thenther ead blocksuntil a matchingentryis found,i.e. it would wait until the
first transactiorcommits. However, the semanticdor r eadl f Exi st s is slightly different: If
thereis no matchingentryis foundin the spacethenit canwait until atransactiorcommitswith
amatchingentry.

4 Replicated Worker Example

In this chapteran exampleJavaSpacespplicationis presentedhatfollows the replicatedworker pat-
tern. It is a programthat doesa known-plaintext attackon datathatis encryptedusinga 4-bit RC4
cipher Thisis aniceexamplefor a programthatcanbe executedat anarbitrarydegreeof parallelism.

4.1 TheRC4 Stream Cipher

RC4is arandomnumbergeneratothathasbeendevelopedby RonRivest. It is describedn [Schn96],
andadetailedanalysiscanbefoundin [HWO1]. The generatiorof randomnumberswith RC4is very
efficient, andtherefore this generatocanbe usedasa streamcipher Usually, it usesa width of 8 or
16 bits, but here,we reduceit to 4 bits becausave emphasizen the replicatedworker ratherthanon
the securityaspectin thefollowing text the RC4 generators briefly introducedfollowing [HWO1].
For the initialization of RC4 a key is needed.It consistsof 24 valuesKy, ..., K5, which canhave
valueswithin 0, . . ., 15. ThealgorithmusesanS-box(substitutiorbox) of 2 valuesSy, . . ., Si5, which

IRC4is a patentof RSA DataSecuritylnc., andthe usageoutsideUniversity needsa license.



areout of therange0, ..., 15. It isinitialized with Sy = 0,5; = 1,...,515 = 15. RC4 usestwo
registersi and;j. Thenthefollowing instructionsareexecuted:

7«0

for i =0to15do
j (j+S;+ K;) mod 15
swap S; und.S;

end for

1+ 0

7«0

This permuteshe S-box16timesandyieldstheinitial stateof therandomnumbergeneratarin order
to generatearandomnumber thefollowing instructionsareexecuted:

i+ (i+1) mod 15
j+ (j+S;) mod 15
swap S; undS;

1t (SZ -+ SJ) mod 15
output S;

Thatis the RC4 algorithm,which is indeedvery simple, but very powerful. It is extremelyfastand
securej.e. thereis no known attackto breakRC4[Schn96]. The 4-bit versionof RC4 thathasbeen
introducedabore hasexactly 5 356 234 211 328 000 internalstatesj.e. the maximumperiodconsists
of this mary randomnumberdHWO1].

Therandomnumbergeneratocaneasilybe usedto encryptdata. A key of 16 valuesof 4-bit width
is usedto initialize the generatarThenthe generatois calledtwice to create8 randombits, which are
thenexclusive-orcombinedwith the first databyte. The sameis thendonewith the seconddatabyte,
andsoon.

For this casestudy this algorithm hasbeenimplementedn the programminglanguagelara. The
programis RC4. | ava, andit takesaninputfile andan outputfile asparameterslpon executionit
promptsfor a passphrase which is usedto generatehe key Ky, ..., K;5. Thisis doneasfollows:
First, the key is initializedas K, = 0,K; = 1,..., K5 = 15. Thenthelower 4 bits of the ASCII
representationf 2 consecutie lettersaretakenasp andq , andthe correspondingaluesk, and K,
areswapped.This donefor every 2 lettersin the passphrase.

Notethatthe programcanalsobe usedto decryptdata,sincethe RC4 cipheris symmetric.

4.2 Sequential Implementation

Oneapproacho breakthe RC4 cipheris to do a known-plaintext attackon the encrypteddata. Sothe
attackneedgheencrypteddataasinputaswell asaknown plaintext thatappearsn thedecryptediata,
for instanceanencryptedetterand“hello”.

Thebreakalgorithmusesabruteforceattack.lt generateall permutation®f thenumberd), 1, . . ., 15,
andit useseachpermutationasa key for RC4, decryptsthe dataandsearchesgor the plain text. This
algorithmusesexponentiatime, sincethenumberof permutationss 15!, whichis of exponentialorder



Thereforejt is very inefficient, but still it is the only officially known attacksagainsthe RC4ciphet

This algorithmhasbeenimplementedn a sequentiaprogramcalledRCABr eaker . j ava. It takes
theencryptedile andanoutputfile for thedecrypteddataasparametersThenit promptsfor theknown
plaintext.

4.3 Implementation With JavaSpaces

Sincethesequentiaimplementations very inefficientit is imperatve to modify it to a parallelversion.
Thisis possiblein principle, becausehe algorithmallows for anarbitrarydegreeof parallelism.Each
parallelprocessosimply triesonekey independentlfrom the otherprocessors.

To coordinateéhecooperatingprocessedavaSpacess used.We have onemasteywhich putstestRC4
keysinto thetuplespaceandanumberof replicatedworkers,which take keys from thetuplespacetry
to breakthe RC4 cipherandwrite theresult(true or false)backto thetuple space . The mastercollects
theresultsuntil it findstrue,i.e. amatchingkey.

In more detail, we have two differentobjectsthat the masterputsinto the JavaSpace.First,a G -
pher Text object, which simply containsthe encrypteddatathat hasto be decrypted. The master
putsonly oneCi pher Text objectin the JavaSpacen its initialization phase.lt is usedto passthe
encrypteddatato theworkerswithouttransmittingit againandagainwith everykey. Thisis very useful
for alow network bandwidthconsumptionpecausehe encryptedext might belong. The secondob-
jecttypethatthe masterdepositan the JavaSpaceareRCATask objects.They contain4 fields: key,
pl ai nText , done, andpl ai nText Found. Thekey field containsthe key that a worker hasto
try on the ciphertext. The pl ai nText field holdsthe known plaintext that hasto be foundin the
decrypteddata. The mastersetsdone andpl ai nText Found to falseto indicatethatthis key has
notbeentried yet.

A worker readsthe Ci pher Text objectfrom the JavaSpaceat startup. It only operateson this
encrypteddatain the future. Thenit entersaninfinite loop, in which it withdravs RCATask objects
from the JavaSpacelt decryptsthe dataandsearchesor the plaintext. Accordingto theresult,it sets
pl ai nText Found in the RCATask object. Finally, the worker setsdone to true anddepositshe
RCATask objectin theJavaSpaceagain.All thisis donein asingletransactioni.e. thetaskis executed
atomically

ThemastercollectstheRC4Task objectsfrom the JavaSpacehathave done setto true,i.e. finished
tasks.If it findsacompletedRCATask with pl ai nText Found setto true,it useshekey to decrypt
thefile andterminatesin ordernotto overfill the JavaSpacevith tasksit synchronizesvith theworkers
by keepingtrack of the numberof tasksthatit hasputinto the JasraSpacelt respectanupperbound
of the numberof outstandingasks.This boundcanbe configuredn the mastersourcecode.

Thekey factin the JasraSpacesmplementatiorof the RC4 cipherbrealeris thatit canbeaccelerated
arbitrarily, becausean arbitrary numberof workers can be startedto perform tasksthat the master
writes.

5 JavaSpaces Performance Analysis

In this sectionthe performanceof JavaSpacess analysed.To do this, the examplefrom the previous
section4 is run. It is a canonicalexampleof JavzaSpacesbecauseat addresseghe main domainof
JaraSpacesiamelycoordinatingparallelcomputing.



5.1 Running The Example

In orderto run the replicatedworker example,the Jini serviceshave to be startedfirst. Thesearean
HTTP-Sererin orderto allow the Jini servicesto downloadcodefrom a sener via RemoteMethod
Invocation(for detailson this see[OWO0Q]). Next, the RMI activationdaemorr m d hasto be started
suchthatinitially thereis nolog-file, soit doesnottry to recoverfrom asystencrashthatneveroccured.
Thenthe Jini lookup servicer eggi e, thetransactiormanagemnahal o, andthe JavaSpaceservice
out ri gger (herethe persistentversionis chosen)canbe started. To accomplishall this, a Linux
shellscriptj avaspaces. sh hasbeendevelopedin this project,which doesthe necessargalls.

To generat@nencryptedile, aPDFfile? of thesize
139771is encryptedwith the RC4. j ava program
introducedin section4. Thekey is hi j kI m thusit
is aratherweakkey, which canbe brokenwith 5167
tries (opposedo a maximumof 15!). ‘ ‘

On adifferentmachine the RC4ABr eaker JS pro-
gramis run; the known plain-text is “%PDF”, the
headof a PDFfile. Thenthe workersarerun again
on other machinesasshown in figure 1. It is im- Figure 1: Used network topology.
portantto run eachof theseprogramson a different
machine pecaus@nly in this casethe maximumperformanceanbeachieved.

Jini Services

RC4Breaker
JavaSpaces

nif-c7 nif-c20

RC4BreakerWorker L3N ] RC4BreakerWorker|

nif-c21 nif-22

5.2 Performance Results

Theresultsfor the performanceneasurement@reshavn in Numberof Workers || Max. Outstanding] _ Time
tablel. Thetimeto breakthe RC4cipheris shavn asafunc- 1 E 12&;’,’
tion of the numberof workers RC4ABr eaker Wor ker and 715
the maximumnumberof tasksthe RCABr eaker JS writes 619"
to thespace. oo

It canbe obsered thatthe time to breakRC4 dependson
the maximumnumberof outstandingtasks. However, it is
not possibleto determinghe exactrelationbetweerthem.In
table 1, the time increasedor an increasechumberof out-
standingtakskfor 2 workers. However, for 3 workers,the time decreasefor anincreasechumberof
outstandingasks.

w WIN N
© 0o h

Table 1: Time to break RC4 for a num-
ber of workers and a maximum number
of outstanding requests.

5.3 Result Evaluation

The mainresultof the performanceanalysisis thatthe time is not half the time if 2 workersareused
insteadof one,andit is notonethird if 3 workersareusedinsteadof one.Thereforethetime doesnot
scalereciprocalwith the numberof workers,asit would have beenexcepted.

Therearetwo reasondor this behaior. First, thereis a hugeoverheadvhenJaraSpacess usedfor
coordination.Thisis aninherentproblemof the JaraSpacegnplementationit is not possibleto scale
thenumberof outstandingasksright in orderto reachthe maximumperformance.

Butthesecondeasoris moresevere. Thisis adravbackin theinfrastructureahathasbeenusedwhen
runningthe example. It lies in the operatingsystemLinux on which JavaSpacesindthe JavaSpaces
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programswvererun. Theproblemis thatJini hearily usesmulti-threadingbut sinceJDK 1.3eachthread
is startedasa native processWhenthe JavaSpaceserviceis started about80 processearegenerated,
andthe systemslows down dramatically. A testshavedthatthis doesnot happernunderSolarisand
SunOS.Theresultfor this test,however, is thatthe JaraSpaceserviceis unableto handlemorethan
two or even just oneworker properlywhenit runsunderLinux. Therefore the scalabilityfeatureof
JavaSpacesor parallelcomputingis notguaranteedThis is thereasonwhy no measurementsf more
time-consumindrC4 cipherbreakingcomputationdave beendonein this project.

6 Conclusions

In this projectthe JavaSpacesuple spacehasbeenpresentedaind analysed.This technologycanbe
usedfor coordinatingparallelcomputationf similar tasks.As an example,an RC4 cipherbreaking
programhasbeenimplemented. The resultis that the performanceof JavaSpacesand Jini heavily
depend®ntheoperatingsystenthatis used.While it it notvery performantunderLinux, it runsbetter
underSolaris.
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